ACCOUNT FRAUD - 
WHAT CAN YOU DO?

A SELF HELP GUIDE FROM

P.C. FEDERAL CREDIT UNION


Are you informed enough to protect yourself from what many are calling America’s fastest growing type of robbery.  Or are you lulling yourself into compla-cency by convincing yourself that it’s not really a problem?  Your credit union has safeguards in place to help prevent & detect account fraud, but it is your knowl-edge, awareness & alertness that are the most important first lines of defense.  
Our goal is to help STOP these “thieves” by providing this Account Fraud packet that not only gives information about the many types of Account Fraud – it also gives you a resource list that contains phone #s and/or website addresses on who to contact if you’ve been a victim of Account Fraud so KEEP THIS LIST IN A HANDY PLACE!


To combat cyber outlaws, the LooksTooGoodToBeTrue initiative (an Internet fraud prevention campaign being jointly undertaken by federal law enforcement agencies and major corporations) was formed.  The Merchant Risk Council, Monster Worldwide, Inc. and Target Corp. have joined the U.S. Postal Inspection Service, the FBI and the Nat’l White Collar Crime Center’s Internet Crime Complaint Center (IC3) in this education awareness campaign.  The cornerstone of this Internet fraud prevention campaign is the website www.LooksTooGoodToBeTrue.com.  This site offers consumers in-depth information on all types of Internet scams. Consumers can also file complaints via the site – CHECK IT OUT!
A GOOD RULE OF THUMB TO REMBER IS:

IF IT LOOKS TOO GOOD TO BE TRUE, IT PROBABLY IS!
Information in this guide was obtained from several resources including the FBI, the U.S. Postal Inspection Service, the U.S. Secret Service, the LooksTooGoodToBeTrue initiative, the Federal Trade Commission, NCUA, FDIC, financial and retail industries, and other members of the Financial Industry Mail Security Initiative (FIMSI).
Account fraud can come in many forms, today’s interconnected, electronic and high-tech environment make it possible for perpetrators of account fraud to develop elaborate and sophisticated schemes to rob unsuspecting people of their money.  

The first, and most important step in preventing account fraud is through CAREFUL & DILIGENT SAFEGUARDING OF YOUR ACCOUNT INFORMATION.

You can play a big part in this effort:  Do not treat your confidential information casually or provide it to unknown parties, especially to solicitations received by phone.  Be extra vigi-lent in protecting all of your confidential information.

Without “boring you to tears” we will try and give you a brief description on each type of account fraud and preventative measures you can take.  First, check your knowledge of account fraud/identity theft against these five common myths.

    1.
It only happens to stupid or careless people.

Account fraud can happen to anyone.  In fact, many thieves are so technologically and criminally savvy, they can snatch your identity through a variety of methods such as hacking into your computer systems, posing as an authority figure or even filling out false change-of-address forms.  No one is immune to identity theft.

2. Account fraud is only committed by serious, and anonymous criminals.

It may surprise you to learn that many  fraud cases are committed by those closest to you; such as friends, family members, neighbors, and coworkers.
3. I only need to worry about account fraud if my wallet/purse has been stolen.
While stolen wallets and purses are still one way criminals can gain access to your information, there are countless other methods identity thieves use to steal your identity.  For instance, straightforward methods such as burglary, auto theft, check theft and mail theft are still big contributors.  So is computer hacking, online & e-mail scams like “phishing” and computer and computer hard drive rebuilding (which is when a seemingly reputable source upgrades or clears your computer for you while stealing personal information from it)
4. Identity theft can be easily remedied.
The price of clearing up the nightmare caused by losing your identity is hun-dreds of hours – not to memtion your credibility and hard-earned money.  Sometimes, the issues created by identity theft can never be remedied.  That’s why it’s vital to do everything in your power to protect yourself from the crime.

5. It will never happen to me.
Okay, so you understand that it happens – you just think that it won’t. WRONG! Thousands of people are victimized each year and many cases could have been avoided.  According to an April 2004 study by the research firm Insight Express, 15% of Americans have been a victim of account fraud/identity theft and only 59% of Americans are actively taking precautions to protect themselves.

ACCOUNT FRAUD TYPES


Identity Fraud is when crooks use your name, social security number or that blank, pre-approved credit application you tossed out. 
Hacking 

Identity Theft 
Phishing/Spoofing 

Spam 

Spyware 

Financial Fraud is any non-violent offense that is committed by or against an individual or corporation and which results in a financial loss. 
Advanced Fee Scams 

Charities Fraud 
Debt Elimination 

Investment Frauds 

Sweepstakes/Lottery Fraud – Thousands of American consumers receive sweepstakes promotions but if you have to pay to play or pay to receive your “winnings,” the promotion is more than likely a scam. 

Sweepstakes/Prizes Scam 
Counterfeit Payments Fraud
The latest scam to hit American consumers involves counterfeit financial instruments. 

Counterfeit Cashier's Checks 

Counterfeit Money Orders 

For example, inexpensive computer technology and improved printers make it easier than ever for thieves to set-up a fraudulent check operation.  
HACKING











Hacking is illegal access by unknown and unauthorized party(s) to a computer system to destroy or disrupt the system or to use it to carry out illegal activities.

Run Firewall Protection Software – Using a computer without a firewall is like going on vacation and leaving the front door to your home wide open. A firewall creates a protective barrier between your computer and the Internet, essentially making your connection invisible to Internet hackers. A firewall keeps others from seeing that important confidential information. This barrier helps prevent others from being able to intrude into your computer or home network and retrieve important information like credit card numbers or passwords. 

IDENTITY THEFT










Identity theft is a criminal offense. It occurs when a person knowingly transfers or uses, without lawful authority, a means of identification of another person with the intent to commit or to aid or abet any unlawful activity that constitutes a violation of federal law or that constitutes a felony under any applicable state or local law.* Identity Theft and Assumption Deterrence Act, 18 USC 1028[a][7   

Identity theft occurs when a crook steals key pieces of personal identifying information, which may include a name, address, date of birth, Social Security number, and mother’s maiden name, to gain access to a person’s financial accounts. Armed with this information, an identity thief may open new credit or financial accounts, buy cars, apply for loans or Social Security benefits, rent an apartment, or set up utility and phone service — in someone else’s name.

Crooks are working without the usual tools of the trade. Forget sawed-off shotguns & ski masks: your name and social security number will do the trick, or that blank, pre-approved credit application you tossed out with the coffee grounds. Even talking on your phone or surfing the Internet can allow someone you may never meet to rob you of the one thing you may have thought safe from attack: your identity.

Identity fraud is digging deep into consumers' pockets -- more than $48 billion was lost last year by financial institutions & businesses – individuals lost an estimated $5 billion.

The number of ID theft victims and their total losses are probably much higher than reported. It's hard to pin down, because law enforcement agencies may classify ID theft differently--it can involve credit card fraud, Internet fraud, or mail theft, among others  Identity theft is the fastest growing crime in America – learn how to protect yourself.
The perpetrator may use a variety of tactics to obtain your personal information and drain your finances: posing as a loan officer and ordering your credit report (which lists lines of credit); "shoulder surfing" at the ATM or phone booth to get your PIN code; "dumpster diving" in trash bins behind businesses or apartments for unshredded credit applications, canceled checks, bank records or any documents containing personal information; or, stealing mail right out of your own mailbox.

It may take months before you realize you're a victim of identity theft. But, when you get turned down for credit, a car loan, or a mortgage on your dream house because you've got a bad credit rating and you know you've paid your bills, beware: The ID thief may have struck again.

Do you carry your social security number in your wallet? Consider this: That nine-digit code gives crooks access to your medical, financial, credit, and educational records. There are no legal restrictions on private company use of social security numbers. In fact, a database of names with associated social security numbers was recently found published on the Internet. What's worse, some states still use your social security number for your driver's license number -- a policy that is, fortunately, changing.

If you think you're safe because you canceled your credit cards and put a "stop" on your checking account after your wallet was stolen, think again. Once identity thieves have your information, they may open new accounts or lines of credit - under your name, for their use.

Last year alone, an estimated ten million Americans were victims of identity theft. The culprits may be employees (or patrons) of mailrooms, airlines, hotels, or personnel offices -- anyone who has access to financial information. Thieves may use your credit card or encoding equipment (sold by business-supply companies) and blank cards with magnetic strips to record your account number onto a counterfeit card with a different name. Crooks sometimes seek jobs that will give them access to financial information, or they may bribe employees in such positions to supply them with the data they want.

Need a phony ID to "prove" you're the person whose name is on the credit card? Try surfing the Web. There are scores of sites with instructions on how to create a "new you." If you've got your own computer, scanner, and color printer or copier, you can create your own false IDs.

Safeguard your personal information
Most identity theft involves the U. S. Mail, that’s why the U.S. Postal Inspection Service is a lead agency in investigating incidents of identity theft.  They are the federal law enforcement branch of the U.S. Postal Service, with primary jurisdiction in all matters infringing on the integrity of the U.S. Mail. According to the Postal Service Transformation Plan, the mission of the Postal Inspection Service is “to protect the U.S. Postal Service, its employees and its customers from criminal attack, and protect the nation’s mail system from criminal misuse.” The Postal Inspection Service has a long, proud, and successful history of fighting the criminals who attack our nation’s postal system and those who misuse it to defraud, endanger, or otherwise threaten the American public.

Keep your personal information safe from online prowlers. Here’s how:

The Internet offers a convenient way to conduct business. To ensure you use it safely, never input your credit card or other account #s at a Web site unless it has a secure transaction. A secure (or “encrypted”) transaction will have these two features:

1. An icon of a lock appears in the bottom strip of the Web browser page.

2. The URL address for the Web page changes from “http” to “https” for the page at which you input the personal data.

Add these tips to your “must do” list to protect your identity: 

· Don't leave mail in your mailbox overnight on weekends; deposit outgoing mail at the post office and promptly remove mail from your mailbox after delivery. 

· Shred or tear up unwanted documents that contain personal information before discarding them in the trash. 

· Every year, order and thoroughly review copies of your credit report from each of the three major credit reporting agencies. 

· Never give personal identifying information over the telephone or the Internet unless you initiated the contact. 

PHISHING AND SPOOFING








Phishing and spoofing are somewhat synonymous in that they refer to forged or faked electronic documents. 

Phishing
This is a high-tech scam that uses spam or pop-up messages to deceive consumers into disclosing their card numbers, bank account information, social security numbers, passwords, or other personal information. Phishers send an email or pop-up message that claims to be from a business or organization that you deal with – for example, your Internet service provider (ISP), bank, online payment service, or even a government agency. The message usually says that you need to “update” or “validate” your personal information, such as user names, passwords, credit cards, social security numbers, and bank accounts.

The email might threaten some dire consequence if you don’t respond. The email often directs you to visit a “spoofed” or fake website that looks just like a legitimate organization’s site, but it isn’t. The purpose of the bogus site? To trick you into divulging your personal information so the operators can steal your identity and run up bills or commit crimes in your name. 

Spoofing
In this scam, the spoofer creates a false or shadow copy of a real website or email in a way that misleads the recipient. All network traffic between the victim’s browser and the shadow page are sent through the spoofer’s machine. It allows the spoofer to acquire personal information, such as passwords, credit card numbers, and account numbers.

Even though the email looks like the real thing, complete with authentic logos and working Web links, it's a fake. The website where you're told to enter your account information is also fake. In some instances, really slick phishers and spoofers direct you to the genuine website, then pop up a window over the site that captures your personal information. The information entered does not go to the legitimate site, but rather to the spoofer’s account. The information you entered will most likely be sold to criminals, who'll use it to ruin your credit and drain your account.

SPAM












Spam is a term for the sending of unsolicited bulk email. Unsolicited means the recipient has not granted verifiable permission for the message to be sent. Bulk means the message is sent as part of a larger collection of messages, all having substantively identical content. With improved technology and world-wide Internet access, spam is now a widely used medium for committing traditional white collar crimes including financial institution fraud, credit card fraud, and identity theft, among others. 

Those sending spam are violating the Controlling the Assault of Non-Solicited Pornography and Marketing (CAN SPAM) Act, Title 18, U.S.C., Section 1037. Violators are also accessing computers and servers without authorization, transmitting viruses, and deploying malicious codes which compromises the computer.

Spam email traffic is estimated to account for approximately 80 percent of all email traffic. The distribution of spam is facilitated through the use of open and/or misconfigured proxies. Subjects often provide hosting services, sell open proxy information, credit card information, and email lists illegally.

Online SPAM Resources:  http://www.ftc.gov/bcp/conline/edcams/spam/resources.htm
Spyware












Spyware is software that collects personal information from your computer without your knowledge. It can look at which sites you're visiting or access information like usernames and passwords. What's worse, it can send this information to a third party without you knowing it. The software may also perform several different unwanted functions, including the delivery of pop-up ads or harvesting private information. It can serve up inappropriate ads to you and your children, and can seriously slow your computer down, as it attempts to run spyware processes instead of the programs you are trying to use.

Spyware is downloaded to your computer from the websites you visit, or invites itself in unannounced when you agree to download another program. In some cases it is mentioned in the fine text of a user agreement that you accept before downloading a program, when you agree to download the program, you inadvertently agree to host spyware.  Clues that spyware is on a computer include:

· a barrage of pop-up ads 

· a hijacked browser — that is, a browser that takes you to sites other than those you type into the address box 

· a sudden or repeated change in your computer’s Internet home page 

· new and unexpected toolbars 

· new and unexpected icons on the system tray at the bottom of your screen 

· keys that don’t work (for example, the “Tab” key that might not work when you try to move to the next field in a Web form) 

· random error messages 

· sluggish or downright slow performance when opening programs or saving files 

VIRUS & WORMS










A virus is a program that can cause minor to extreme damage to your compu-ter and use your Internet connection to spread itself to other computers-usually those of your friends & family. A worm is similar to a virus; however, a worm is self-contained and does not need to be part of another program to circulate itself. Learn about Computer Protection: www.ftc.gov/bcp/conline/pubs/alerts/dialupalt.htm
ADVANCE FEE SCHEMES








Have you had difficulty obtaining a loan through normal sources? If so, you may become the target of an advance fee loan scheme. In such a scheme, a con artist offers you a "guaranteed" loan for a fee paid in advance. 

The advance fee swindler claims to be able to obtain a loan for you with ease from a legitimate lending institution, such as a bank or a savings and loan association. However, the swindler has no ability to secure a loan for you. Instead, he either steals your fee and disappears or remains in the area to bilk other unsuspecting victims while stalling you with various excuses as to why your loan has not been funded. 

Advance fee swindlers frequently ask for a percentage of the gross loan amount as their fee. For example, if a five percent fee is requested, you would have to pay $500 to obtain a loan of $10,000. There is much to lose if you lower your guard. 

Remember: Ask yourself why the promoter can obtain a loan for you from a legitimate lender when you yourself have been turned down for a loan. Take care of your precious assets by exercising caution when asked to pay a loan fee in advance.

CHARITIES FRAUD









Charities fraud happens when an individual or group deliberately misrepresents its fundraising intentions or solicits charitable funds for phony causes. Throughout the year, and especially during the holiday season, you probably get appeals over the Internet, in the mail, or by telephone urging you to contribute financially to a good cause. And when disasters hit – whether natural or man-made – fraudulent websites pop up, supposedly collecting funds for victims. There are plenty of fraud operators out there who are scheming for your money--and the last thing on their mind is charity. Not only do such come-ons bilk you of your money, but they also put money you intended for the needy into the hands of con artists.

But just how do you know who is legit and who isn't? The Salvation Army and the American Cancer Society--those are among the obviously worthy organizations. But what if you receive a charitable solicitation from an organization you've never heard of? 

Make sure that the organization you’re giving to is a legitimate charity, and not one that was set up for the sole purpose of bilking the public.

DEBT ELIMINATION SCAMS







Debt elimination schemes generally involve websites advertising a legal way to dispose of mortgage loans and credit card debts. Most often, all that is required of the participant is to send $1,500 to $2,000 to the subject, along with all the particulars of the participant’s loan information and a special power of attorney, authorizing the subject to enter into transactions regarding the title of the participant’s homes on their behalf. 

The subject then issues bonds and promissory notes to the lenders that purport to legally satisfy the debts of the participant. In the exchange, the participant is then required to pay a certain percentage of the value of the satisfied debts to the subject. The potential risk of identity theft related crimes associated with debt elimination schemes is very high because the participants provide all of their personal information to the subject. 

INVESTMENT FRAUD









Investment fraud is an offer using false or fraudulent claims to solicit investments or loans, or providing for the purchase, use, or trade of forged or counterfeit securities. The offer may come by phone, mail, or computer, but the message is the same: “You’ll get rich quick, receive high returns with a low risk, and should invest right now.” 
Investment opportunities, or “get rich quick” schemes, are a favorite of fraudsters. Whatever “investment” they’re selling, fraudsters will try to get you to invest your money - lots of it. The one thing you can rely on - YOU WON’T GET ANYTHING BACK.

Phony investment brokers market to a specific consumer base--older Americans--who want to secure their financial future. Americans lose more than $40 billion a year to telemarketing fraud. And the scams show no signs of slowing down. Older Americans are seeing their “nest eggs” and retirement funds shrink. With low returns on income-generating investments and rising costs for medical insurance, prescription drugs, and general expenses, they’re even more vulnerable to scams. Every year, thousands of people lose anywhere from a few dollars to their life savings to swindlers.
Phony investment firms might try several different avenues to reach you. Often they send enticing or official-looking mailings that urge you to call. More recently, they’ve gone to emails, which make it even easier to reach millions of potential victims.

SWEEPSTAKES / PRIZE SCAMS







Every day, thousands of American consumers receive sweepstakes promotions by phone, over the Internet or in the mail. Legitimate sweepstakes are advertising and marketing technique’s that offer participating consumers a chance to win a prize or money with no purchase or entry fee required. But if you have to pay to play or pay to receive your “winnings,” the promotion is a scam.

You should never have to pay to enter a sweepstakes. That includes paying shipping and handling fees, taxes, or buying a product to receive your “prize”. Those sweepstakes that notify you by a postcard that you’ve won a free prize are run by con artists whose sole purpose is to rip you off. And that “free prize” could end up costing you hundreds of dollars.

Ask these questions to evaluate the legitimacy of sweepstakes/promotions:
· Are the rules and entry instructions for the promotion easy to find and understand? If you can't understand what you must do to be eligible, think twice about responding. 

· Does the advertising copy state that no purchase is necessary to win? Remember, you never have to pay to play when the contest is legitimate. 

· Are the prizes worth winning? Make sure the prizes you are trying for are desirable and worth the effort. Do you really want to win them? Is there a cash option? 

· Does the prize company ask for your credit card number, bank account information or social security number? No legitimate prize company asks for this information to declare you a winner. 

Counterfeit Check and Money Order Scams




You think cashier's checks & money orders are as good as cash – they’re only as good as the person sending it to you, whether it’s an online acquaintance or a buyer.  It’s costing victims millions of dollars each month. Counterfeit checks and money orders (including postal money orders) are used in scams, which often start with what appears to be an innocent contact via an Internet chatroom or by email.
Con artists posing as students, tourists, and overseas military personnel ask for help in cashing checks and money orders, or target people looking for love or companionship, in order to exploit their vulnerability. Online auctioneers are also at risk. Scammers buy goods or services on the Web and offer payment by check or money order—often in excess of the actual value of the goods or services.

In most cases, con artists ship the check or money order and ask the victim to cash it, keep a portion as a “gift,” and wire back the rest, usually to an overseas address.  Bank customers are responsible for the checks they deposit, and victims must repay the bank for bad checks. Consumers often believe, incorrectly, that postal money orders and cashier’s checks are “good” if they’re cashed by a bank and are not subject to recourse. This is not true.  Federal law requires banks to make the funds you deposit available quickly so it’s important for consumers to remember that, just because you can withdraw the money, it doesn’t mean the check is good.  There are also “non-victims.” Anyone who agrees to cash the instruments on behalf of a foreign citizen and keep a portion for themselves are not victims –  THEY ARE ACCOMPLICES!
These fake cashier’s checks and money orders appear to be authentic -- including the name of a legitimate United States bank and even containing the magnetic routing codes that appear along the bottom of the check.  
Postal Money Order Security Features

Similar to U.S. currency, postal money orders are designed with colored inks, watermarks, and security threads. Become familiar with the security features of genuine postal money orders:

· Watermarks of Benjamin Franklin, visible when held to the light, run through the white oval on the left front side of the money order. Watermarks are also visible from the reverse side. 

· A dark security thread runs from top to bottom to the right of the Franklin watermarks. When held to the light, the thread reveals the microprinted letters “USPS” alternating right-side up and upside down throughout the thread. The letters are not visible if not held to the light.

· Warning instructions are printed on the reverse of postal money orders.
Denominations are displayed in two locations, on the front, with no discoloration around the dollar amounts (discoloration may indicate alteration). 

· Maximum value of $1,000 on domestic/$700 on international postal money orders. 

For additional information and resources on fraudulent money orders, call the Money Order Fraud Hot Line at (800) 372-8347.

Read More About Counterfeit Check Schemes at these links:
http://www.usps.com/missingmoneyorders/security.htm
http://www.fraud.org/tips/internet/fakecheck.htm
http://www.ftc.gov/opa/2004/12/checkoverpayment.htm
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Read these tips to help protect yourself from
Identity Theft
· Report lost or stolen credit cards immediately.

· If you applied for a credit card and didn't receive it when expected, call the financial institution.

· Sign new credit cards immediately--before someone else does.

· Memorize your Social Security number and passwords. Don't use your date of birth as your password and don't record passwords on papers you carry with you.

· Never leave transaction receipts at ATM machines, on counters at financial institutions, or at gasoline pumps.

· Don't carry your Social Security card or birth certificate--leave them in a secure location.

· Don't disclose credit card or other financial account numbers on a Web site unless the site offers a secure transaction.

· Closely monitor the expiration dates on your credit cards and contact the issuer if you don't receive a replacement prior to the expiration date.

· Beware of mail or telephone solicitations that offer prizes or awards--especially if the offeror asks you for personal information or financial account numbers.

· Match your credit card receipts against your monthly bills and check your monthly financial statements for accuracy.

· Watch for your monthly financial statements and bills. If you don't get them when expected, contact the sender.
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If you think you’re a victim of
Identity Theft
Here’s what you should do:

· If the crime involved the U.S. Mail, contact your nearest U.S. Postal Inspection Service office and report it. 

· Call the fraud units of the three major credit bureaus and request a "fraud alert" be placed on your credit file. Check your monthly financial statements for accuracy.

· Order copies of your credit report from the credit bureaus to check whether any fraudulent accounts were opened without your knowledge or consent. 

· Contact your banks and creditors, by phone and in writing, and report the crime. You may be advised to close some or all of your accounts. At the least, change your PIN codes and passwords immediately. 

· Record the names and phone numbers of people with whom you discussed your case and retain all original reports and supporting documents. Keeping accurate and complete records are a big step toward helping you resolve your problem. 

· Contact your financial institutions and request they flag your accounts. Instruct them to contact you immediately if there is unusual activity on your accounts. 
· File a complaint online with the Federal Trade Commission, or call their Identity Theft Hotline at 1-877-IDTHEFT (1-877-438-4338). The FTC has counselors to assist identity theft victims  with resolving financial and other problems that can result from this crime.  
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